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Information Governance – Data Protection
Engage Suite for use with GP Practices within Grampian

What is happening and how is my data being used?
The Engage Suite consists of the following components:

Engage Consult
The Engage Consult service is an online consultation asynchronous service. The application allows the Practice’s registered patients to contact us via a dedicated website or via the Engage App. 

Online consultations allow our patients to contact the Practice without having to wait on the phone or take time to come into the practice in person, especially if a patient is not sure whether they need a face to face consultation. Online consultations enable our patients to use a secure online system to ask questions, report symptoms and submit pertinent health data.  

The Practice uses the system to review information supplied by the patient to help triage to a suitable resolution. The Practice may also choose to respond to the patient request via a return message. The service is to be used to help patients contact the Practice when they require guidance relating to non-emergency medical conditions or advice. The system does not allow for real-time consultations between patients and GPs but does make GPs aware of all assessments undertaken.
 
Patients can submit a request and / or health data via a quick form that is sent to and reviewed by the Practice. The patient may also be directed to self-help or other local services where appropriate (e.g. NHS111/NHS24, pharmacies etc).  

The Practice receive the consultation data and then respond directly to the patient by signposting them to the right person e.g. a Doctor or to appropriate service or support. Patients are not obliged to follow the suggested guidance offered, and if a patient does wish to speak to the Practice directly then they are able to do so. 


Engage Arrive
Self-check-in service is an online patient appointment service. The self-check-in service allows the Practice’s registered patients to check in for their appointments without having to present to our receptionist colleagues. However, this facility is available to those who still may wish to. 

Self-check-in can be done via a kiosk in the practice, or via a QR code using a mobile phone. The latter contactless option check-in allows patients to scan a QR code on the check-in screen using their smartphone and then enter their details to confirm they have arrived.

Engage Call 
Engage Call allows the practice staff to alert the patient in the waiting room that the clinician is ready to see the patient via a Smart TV or Android Device.

Personal data and Special categories of personal data
Engage Consult
The information processed in Engage Consult is: your full name; address (including post code); date of birth; email address which are all used identify you, but also for you to create your account.  

Along with this Engage Consult process the information received to the answers to the health questions asked during the online consultation relating to your health condition.  

Engage Arrive 
The information processed in Engage Arrive is: your full name and date of birth. This is used to identify your appointment time, which GP practice professional you will be seeing at your appointment and allow you to self-check-in. 

Engage Call
The information processed in Engage Call is: your full name. This is used to identify which GP practice professional you will be seeing and associated room. 


Data controller	
Dr Nandish Jayappa is the data controller for the data processed in Engage Suite which relates to our patients.
Engage Health Ltd is the data processor and are suppliers of the system. They assist the Practice with troubleshooting issues, providing remote support and any relevant upgrades to the system. Amazon Web Services are their sub-processor who host the data on behalf of Engage Health Ltd. All data is hosted within UK data centres.
The Practice have a signed an Agreement with Engage Health Ltd setting out instructions and standards on how your information is processed by them and their sub-processors. Information on Engage’s privacy policy can be found at the following link: Privacy Policy - Engage Health Systems.

Personal data which the Practice is data controller for, is retained in the same way as the other medical information we hold about you. Please see our full privacy notice for more information –Westburn_Medical_Group_LLP_Patient_Privacy_Notice.docx

NHS Inform also provides information how NHS Scotland uses and retains your data; please see the link below:
https://www.nhsinform.scot/care-support-and-rights/health-rights/confidentiality-and-data-protection/how-the-nhs-handles-your-personal-health-information

Lawful processing 
We assert that it is lawful for us to process your personal data in this way as:
· processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the data controller; and
· processing is necessary for the provision of healthcare and the management of the healthcare system.

There may be specific circumstances where other lawful bases apply such as the protection of vital interests (life), legal obligation to which the practice is subject or the management and defence of legal claims. For more information please see our main privacy notice, linked abvoe.

Your rights 
[bookmark: _GoBack]We respect your rights and preferences in relation to your data. If you wish to update, access, erase, limit, or complain about the use of your information, please let us know by emailing gram.westburnadministrator@nhs.scot in the first instance and we will consider your questions. You may also wish to contact the Health Board under which your care is being delivered or the Information Commissioner’s Office.
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